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Introduction

Security is always a significant consideration when working with any online service. The REST AP|
(https://docs.safe.com/fme/html/FME REST/apidoc/v3/index.html) works with security in two ways: authorization and authentication. Authentication proves

that the user is who they say they are. Authorization verifies that the user is authorized to make the call.

Most calls to FME Server require authorization. The REST API uses tokens to prove the user is permitted to make the call to the server. A token is a string of
encrypted information that is sent between the client and the server. Token Security will not be as secure as other methods, as the security of the system

depends on controlling access to the tokens.

While creating tokens to use with the REST API, try to limit the permissions the token is given. If the token is exposed, there will be limited access to the rest of

the server.

If you are looking to create/manage tokens for FME Server 2018 or older, please see the documentation

(https://docs.safe.com/fme/2018.0/html/FME Server Documentation/Content/ReferenceManual/service token.htm).
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Types of Tokens

There are two types of tokens in FME Server: APl and Session.

API Tokens

API Tokens should be used to provide applications with unauthenticated access to components in FME Server. One example of using an API Token is if you
would like to share your workspace either through an EME Server App (https://community.safe.com/s/article/fme-server-apps) or Webhook URL. Depending on

what method you choose, you may need to generate the token separately through the Token Management page or the token creation may be included as a step

in the share workspace process.

From the Token Management page, APl Tokens can be enabled, disabled, duplicated, or removed and all expired tokens will also be listed.

Session Tokens

Session Tokens are assigned all the permissions that the user who created them has. These should be short-lived and are designed to be used by FME Server’s

internal services and for testing purposes. Session tokens have fewer actions available than API tokens: they cannot be duplicated and once expired, these

cannot be re-activated.

Token Type

Web
Application
(SSO)

Login

Token
Service

Login

FME REST
API

Itis possible this list may expand in the future.

Created By

Login to FME
Server Web Ul

Created using
fmetoken/generate

endpoint

When you 'get
token' from FME
Server REST API V3

Default Expiry Time

30 minutes (FME
Server automatically
extends this period if
you remain logged in
for more than 25

minutes)

5 minutes (unless
otherwise specified in
the query string

parameters)

1 hour

These tokens should not be used in applications or shared between users. Expired Session Tokens have a clean-up task and by default, will be removed once

they are a week old.
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Obtaining API Tokens

AP| Tokens can be obtained manually via the Token Management page. These tokens can be downloaded and used in external applications. Additionally,
tokens can be automatically created when building an EME Server App (https://community.safe.com/s/article/Getting-Started-with-FME-Server-Apps) or
creating a webhook (https://community.safe.com/s/article/webhooks-and-fme-server). How to manually create a token will be outlined below.

Obtaining a Token Through the Token Management Page

1. Log into FME Server

Open the FME Server Web Interface, and log into an account that has permissions to create a new user as well as create tokens.

2. Open the Tokens Management Page

In the top-right corner, click on the user icon, and from the drop-down select Manage Tokens.

®@ &

Change Password

Update Email
Reset Preferences
Manage Tokens @
(%, Enable Dark Mode
[ Log Out
Depending on your level of permissions, you may see API Tokens, Session Tokens, All Tokens as tabs across the top of the Token Management page. For this

demo, we will be focusing on API tokens. To learn more about the other options, see the documentation

(https://docs.safe.com/fme/html/FME Server Documentation/WebUI/Manage-Token.htm).

@]
Token Management ® &
APl Tokens Session Token All Tokens
‘ & Mo ‘ ‘ = ‘
Name Description Created Expiration Enabled
No items Available
3. Create a New Token - Metadata
In the API Token section, click on New to create a new token.
@]
Token Management ®@ &
APl Tokens Session Token All Tokens
‘ + New ‘ ‘ = ‘
Name Description Created Expiration Enabled

Ne items Available
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On the Create New API Token page, enter the following parameters:
Token Name: REST APl Demo

Description: Token to be used during training

Expiration: 1 week

Enabled: On

All Permissions: Off

Token Management ®

Do

Create API Token

Token Name REST APl Demo

Description Token to be used during training

Expiration 2022-06-09 00:00

Will expire in 7 days

Enabled ()

All Permissions

4. Assign Permissions to Token

Next, we need to assign permissions to the token. We can use this token for the REST API training course or most of the REST AP articles on the Knowledge
Base. If you have a specific use case, please set your permissions accordingly. To learn more about what each permission includes, see the documentation
(https://docs.safe.com/fme/html/FME Server Documentation/WebUl/Manage-Token.htm): expand To Create an API Token > About permissions in FME Server,

then expand the permission of interest.

L. Level of

Permission .
Permission

Repositories Access
Samples =

Individual Repositories - Click the drop-

Download, Read,
down arrow to expand the section

Run

Run Workspace Access
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Token Management @ &
=3 LICensing & engines I iEyE

B Packages Upload

Projects Access Create v

& Publications Access Create v

B Queue Control Manage

@ Repositories Access Create v

= Resources Access Create v

[> RunWorkspace Access K Advanced

@®© Schedules Access Create W

[@ Repositories Access Create

‘ Select All ” Deselect All ‘
Name Owner Download Read Publish Run Remove Summary
(] Automations admin = Nane -
D Dashboards admin | Mone -
D Samples admin & CanDownload «
0D Utilities admin = Nane -
1 Displaying 1-4 of 4

Note: If you are creating a web application, the permissions for the token should be limited to a specific repository.

Once the permissions have been set, click OK.

2+ User Management Manage
¥ Version Control Access IManage
i Workspace Viewer Access

Cancel “

5. Download Token
Once the token has been created, you will see a page with your token visible. This is the only time you’ll be able to see this token within FME Server. To access it

later, click the Download button to download the token.
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Token Management @ &

APl Tokens Session Tokens All Tokens

This is the only time you will be able to access this token.
You must save this token now.

Token: 9ech2cd6d4565c4bb4693e4f62127a1cb8800650 @
Name: REST APl Demo

Description: Token to be used during training

Expiration: 2022-6-9 00:00:00

Enabled; true

Download Token _

The token is downloaded in an unsecured text (.txt) file.

| fmetoken-REST AP Demo - Notepad — [} b4

File Edit Format View Help
hlarrle: ~
REST API Demo

Token:
9ecb2cd6d4565c4bbd693edf62127a1cb8800659

Description:
Token to be used during training

Created Date:
2022-86-81T722:21:49.5532

Expiration Date:
2022-86-09T07:00:00.000Z

Enabled:
true

Windows { Ln1, Col1 100%

Grant Additional Permissions

There are a lot of features within FME Server that are intertwined and rely on permissions for other features to work, such as Automations. After clicking OK
depending on which permissions were set, a popup dialog may appear asking to grant additional permissions for other features. When creating the token, it is

important to evaluate whether or not the token user will actually need access to these features.

Grant Additional Permissions e

Automations requires the following additional permissions be granted:
+ Publications : Access + Create + Schedules : Access + Create
+ Subscriptions : Access + Create » Topics : Access + Create

Grant Additional Permissions
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Using a Token

Tokens can be included in the authorization header or in the query parameter

Authorization Header

Including the token inside of the Request Header is the preferred method. This is because the token will be hidden inside the call.

The name of the header would be Authorization and the Value would be:
fmetoken token=<yourTOKEN>

Replace everything after the = with your token that you downloaded from FME Server.

~ Headers

Namea Value

imstntctar-orarTone

Query Parameter

You may include the token right in the Request URL of the call. This is a quick and easy way to use a call that requires a token.

http://<yourServerHost>/fmerest/v3/info?fmetoken=<yourToken> (http://<yourServerHost>/fmerest/v3/info?fmetoken=

<yourToken>);

However, this is not recommended because the token will be visible in the URL.

FME Token Service

The FME Token Service was deprecated in 2019. This service will remain in the product for backward compatibility and will continue to work for creating new

tokens, however, it will not be able to update or retrieve existing Tokens. If used, this service generates a session token so permissions cannot be restricted.

FME Token Service is deprecated.
You can refer to the Tokens API Doc or go to the Token Management page to manage your tokens.

Response from http://<fmeserver>/fmetoken (http://<fmeserver>/fmetoken) for 2019.

Instead, generate a token from within an application; this can be done using the tokens endpoint in FME Server REST API

(https://docs.safe.com/fme/htm|/FME REST/apidoc/v3/index.html#!/tokens). If you do not already have a session token that can authorize this request, you

can use basic authentication to submit your user credentials through a header:

1. Combine your username and password with a colon e.g. admin:admin
2. Encode this string as Base64 e.g. YWRtaW46YWRtaW4=
3. Set the Header e.g. Authorization: Basic YWRtaW46YWRtaW4=

Every token has a unique name, so once created, you can use this in various REST API requests to perform additional actions including retrieve, update and

delete tokens, as through the FME Server Web Ul.

Continue to the next article: Submitting a Job through the FME Server REST API (/s/article/Submitting-a-
Job-through-the-FME-Server-REST-API)
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Additional Resources

Tutorial: Getting Started with APIs (https://community.safe.com/s/article/getting-started-with-apis-1)

FME Server REST API training course (https://www.safe.com/training/recorded/fme-server-2019-rest-api-training/)

REST API Documentation (https://docs.safe.com/fme/html/FME_REST/apidoc/v3/index.html),

Managing Security Tokens Documentation (https://docs.safe.com/fme/html/FME Server Documentation/WebUl/Manage-Token.htm),
2018 or older Token Service Documentation

(https://docs.safe.com/fme/2018.0/html/FME Server Documentation/Content/ReferenceManual/service token.htm) Note the way tokens are managed was
changed in 2019.
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